FIGURE 1. The architecture and applications of VSNs in a smart city. Specifically, the vehicles should be equipped with sensor units, control and management units, and communication units in order to fulfil certain tasks. In addition to the wide-spread classic sensors, such as GPS, radar, cameras, and so on, the vehicles may also be equipped with specific sensors relying on their missions. Moreover, the control and management units are responsible for the collaboration of each part. 
Given the escalating population across the globe, it has become paramount to construct smart cities, aiming for improving the management of urban flows relying on efficient information and communication technologies (ICT). Vehicular sensing networks (VSNs) play a critical role in maintaining the efficient operation of smart cities. Naturally, there are numerous challenges to be solved before the wide-spread introduction of VSNs, including the conception of an accurate topological analysis method and a beneficial cooperation mechanism during the process of city-wide information sharing. Hence, in this article, we construct a VSN-aided smart city model and appraise a range of intelligent applications in terms of both public services and urban flow management. Then, the information source selection algorithm of a complex network and a reinforcement learning based city information sharing mechanism are considered, complemented by a range of open challenges.
IntroductIon
The "smart city" concept was proposed both for resolving bottlenecks during urbanization, as well as for supporting sustainable urban development. Relying on efficient information and communication technologies (ICT), a smart city is capable of sensing, analyzing, and integrating critical information in a city's operation and development, including public security information, industrial activities, social public services, and so on. In view of the emergence and rapid development of the Internet of Things (IoT) and cloud computing [1] , a smart city is beneficial in terms of enhancing the quality, performance and interactivity of urban services, of reducing costs and resource wastage, and improving the government's management capability. For example, San Diego in the USA was designed to become a "City of the Future" and Canada proposed the "Smart Capital" concept for Ottawa. Also, Singapore intended to construct an "Intelligent Island" and constructing "Smart Shanghai" was targeted by the government of China.
In the construction of a smart city, an intelligent transportation system (ITS) may be deemed to be the most crucial function given the proliferation of vehicles and the constant expansion of road networks. In recent decades, the total number of vehicles in cities has increased faster than the population [2] . Therefore, ITS is beneficial both in terms of increasing the efficiency of traffic management, and providing compelling applications for a smart city. Based on the maturing technologies in vehicular ad hoc networks (VANETs), vehicular sensing networks (VSNs) may be invoked both for vehicle-to-vehicle (V2V) communications and vehicle-to-infrastructure (V2I) interactions, as well as for sensing, transmitting and integrating important information related to a city's operation for preventing traffic jams.
Relying on cooperation and coordination among vehicles, diverse sources of information may be sensed, transmitted and integrated in the context of VSNs. However, in view of the impact of different road conditions and of sudden traffic accidents, VSNs have irregularly fluctuating dynamic topological structures, which gives rise to serious communication challenges, often leading to a high bit error rate (BER) and long delays. Furthermore, a small number of malicious vehicle nodes may report false information for the sake of unfair private benefits, which threatens the city's information security in VSNs. These challenges motivate us to conceive this article on the application and key technologies of VSNs in a smart city. Specifically, we list several intelligent smart city applications relying on the basic architecture of VSNs. Moreover, based on the theory of complex networks, a new topology analysis method tested on a real dataset of taxi GPS traces in Beijing was proposed, including an optimal information source selection technique. We also conceived the theory of sharing genuine information in VSNs.
The remainder of the article is outlined as follows. VSN architectures, key technologies and applications in a smart city are introduced in the following section. Optimal information source selection designed for VSNs and the associated critical research challenges are then discussed. Then our technique of sharing genuine information based on reinforcement learning is investigated, followed by a range of future work ideas and our conclusions in the final section.
VehIculAr sensIng networks In A smArt cIty
The smart city concept may bring about dramatic changes in our urban life style, as well as how smart cities are managed. VSNs play a critical role both in constructing an intelligent transportation system (ITS), and in providing comprehensive information services for the smart city.
Vsns: ArchItectures And ApplIcAtIons In A smArt cIty Figure 1 shows the architecture of VSNs constructed for a smart city. Specifically, the vehicles glean information from a multiplicity of city operations, and provide broadcast services with the aid of V2V or V2I communication based on a certain routing strategy. In the V2I architecture, roadside infrastructures, such as traffic signals, transportation platforms, etc., act as the access points (AP) in cellular networks, which are beneficial in terms of gathering global and local information and then suggesting or even potentially imposing certain behaviors on a group of vehicles. Moreover, relying on access networks or other hot spots, important information can also be shared on the Internet, while passengers are capable of surfing the Internet and enjoying rich multimedia services. Based on this information, both efficient traffic management and long-term urban planning become possible [3] .
Based on VSN technology, as well as the intelligent wireless information infrastructure and sharing, smart and prompt sensing, delivery and processing of the data becomes feasible. In the following, we focus our attention on a number of compelling applications of VSNs, which are not necessarily limited to smart city scenarios.
Traffic Management: Traffic congestion is an acute problem for urban administrators, especially in large cities. Traditional traffic management policies, such as odd-even day vehicle bans, license plate quotas, and so on, which may relieve traffic congestion to some extent, fail to take into account the road network's conditions, nor do they consider urban population distribution and the peak/off-peak time factor. An effective solution to traffic management relies on information interaction and coordination in VSNs, which is capable of planning and recommending optimal
In the V2I architecture, the road-side infrastructures, such as the traffic signals, transportation platforms, and so on, act as the access points (AP) in cellular networks, which are beneficial in terms of gathering either global or local information and then suggest or even potentially impose certain behaviors on a group of vehicles.
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Internet driving routes, maintaining a reasonable traffic flow, and providing constructive feedback for future urban road network design.
As for urban traffic management, we need global information to facilitate optimal route decisions. Because each vehicle has a limited sensing scope and computational capability, vehicles equipped with specific sensors collect information concerning the surrounding traffic within each subdomain. Then, traffic information is forwarded to gateway vehicles, whose responsibility is to gather traffic information from the other vehicles and transmit it to the control center. The control center analyzes the information and then recommends the optimal routes. Afterward, these gateway vehicles take charge of broadcasting the final optimal routing messages to other vehicles.
With the aid of smart vehicle sensors and beneficial information processing methods in VSNs, an intelligent urban transportation monitoring and management mechanism can be constructed [4] . Specifically, the traffic flow prediction mechanism is capable of relieving roads with heavy traffic and/or predicting the peak-traffic time relying on historical observation data and real-time GPS location information. Moreover, traffic light scheduling A security framework was proposed for monitoring data flows in order to achieve improved security.
Signature-based authentication for DoS attacks, L. He, 2012 Relying on the so-called one-way hash chain and group rekeying scheme, pre-authentication was conceived for preventing attacks.
Trust evaluation-based security authentication, A. Zhou, 2015 Proposed a security authentication method based on trust evaluation, which is quantified by recommendation trust vectors.
management may be invoked to control traffic flow in order to approach the maximum network throughput. The vehicle speed management system broadcasts the notification of speed limits, which is intended to both ensure traffic safety and exploit the road conditions. Also, parking management may be conducted to inform drivers of available parking bays and their up-to-date prices. Smart Warning: Accidents are a common occurrence in daily urban life. An early warning can minimize the loss of lives and damage to property in case of traffic accidents or other emergency situations, such as fire, flooding, etc. [5] . Also, it is beneficial for preventing secondary accidents. Relying on vehicles and their widely distributed locations in a city, VSNs provide an ideal replacement for traditional urban accident-warning anytime and anywhere. Given the information sharing mechanism of VSNs, when and where a traffic accident has happened will be spread promptly. Timely and effective accident-warning is helpful in assisting drivers' decision-making in order to avoid traffic jams. Furthermore, a potential fire or a water/gas leakage may be perceived by the intelligent sensor of a vehicle, which immediately raises the alarm to the city's command-and-control center, where further measures will be taken. The intelligent sensors rely on the requirement of their specific applications. As for the early warning of a potential fire, for example, it requires a combination of temperature sensors, such as IMP35Q, smoke sensors, such as MC14468, audio analysis and essential sensors.
Multimedia and Internet Services: The VSN can be viewed as a mobile ad hoc network. Relying on the emerging device-to-device (D2D) and device-to-infrastructure (D2I) communication modes, as well as on cellular technology, VSNs play a bridging role in the construction of a metropolitan area network (MAN), or even of a nationwide super-WiFi system. The dense yet widely distributed vehicles of a VSN significantly increase the number of wireless relays and access points available for a MAN, which is capable of providing both stable multimedia services and high-rate Internet services [6] . These mobile vehicles allow the intelligent MAN both to reduce its dependence on fixed base stations and improve other Internet access.
Reliability of Intelligent Services: In addition to collecting traffic information, road conditions and any other sensory information an ITS needs, relying on sharing genuine information rather than bluffing and spoofing, VSNs can be used for sensing and handling genuine "water, electricity and gas billing information" by a car driving past each property. Specifically, each vehicle may be Relying on the power-law based distribution of betweenness centrality, we can conclude that only a few vehicles of the network constitute a bottleneck during a communication session. It is critical for us to pay more attention to the key vehicles at crossroads and transportation junctions, or to the ones playing the role of bridges than to the boundary vehicles. Two application scenarios of VSNs in a smart city, that is, fire warning and smart gas meter-reading. (The VSN aided fire warning, for example, is processed in three stages. Firstly, the vehicles equipped with specific sensors collect the fire-warning information within each detection zone. Secondly, each sensing vehicle transmits the related information to the nearest access point. Through the road-side backbone network, the fire brigade control center receives the fire warning and takes decisive action. Finally, relying on the selected source nodes, the fire warning is broadcast within each source selection region.) assigned a unique ID number that is bound to specific utility bills. Based on the relevant facilities located along the road network, the vehicles are capable of reading water, gas and electricity meters and reporting them automatically. Hence, no one will have to worry about an extra fine for an overdue payment. Another intelligent utility provided by VSNs in a smart city is the information recommendation system, provided that VSNs are reliably linked to intelligent homes and personal information systems. Relying on advanced data-mining and machine-learning aided analysis, the driver will receive recommendations from VSNs based on their personal preferences.
Urban Planning: Urban planning is not only for policy-makers and managers, it affects the residents' quality of life as well, since beneficial urban planning offers convenience and comfort for the population. Efficient urban planning supports the convenient movement of the population, as well as of goods and other resources. In a nutshell, VSNs are capable of collecting relevant urban information and feeding it back to policy-makers. Aided by VSNs, road network layout planning and infrastructure construction becomes more efficient.
Environment Monitoring: Environmental pollution has drawn major public attention in recent years. Moreover, fine-grained and high-fidelity space-time environmental monitoring is beneficial in terms of both accurately predicting and potentially preventing environmental pollution and revealing the cause of pollution. Considering high-density of smart vehicles, VSNs may be capable of all-day, allround environmental monitoring [7] .
key technologIes of Vsns
As mentioned above, VSNs play a critical role in constructing a smart city in numerous ways. To make pioneering smart city applications a reality, VSNs face numerous open challenges. Efficient key technologies and protocols, such as the continuous air-interface conceived for long-range and medium-range (CALM) enacted by the International Organization for Standardization (ISO), and the carto-car network architecture (C2CNet) designed by the Car-to-Car Communication Consortium (C2C-CC), and the IEEE 1609 protocol, were discussed in [8] for constructing a large-scale, mobile ad hoc vehicular network. Previous studies of the key technologies of VSNs can be summarized as follows. In the subject area of complex network topology, we are dealing with a graph-based model of realistic systems exhibiting more random features than lattices, for example. In order to support the above compelling applications of VSNs in a smart city scenario, we have to consider a number of key technologies, such as VSN topology and the selection mechanisms of the different information sources as well as their transmission and processing. The nodes associated with information replicas are considered as information source nodes. For many networks such as VSNs, some nodes generate much more traffic or exhibit more constraints than others, resulting in an asymmetric tell-traffic distribution. Hence, a uniform/random source selection strategy may not be optimal for network capacity improvement. Figure 2 depicts two application scenarios in a smart city, i.e., fire-warning and smart gas meter reading, where identifying the optimal information source selection mechanism is beneficial in terms of promoting information broadcast with the aid of the limited bandwidth resources of VSNs.
In this section, we commence with an overview of the prevalent vehicular topology. Then, based on this we will introduce our latest research contributions.
topology AnAlysIs of Vsns: An oVerVIew
At the time of this writing, a variety of network topology analysis methods have been proposed in the literature for VSNs. Generally, the topological structures of VSNs rely on a deterministic road topology and on a stochastic vehicular topology. Specifically, the road topology is unlikely to change in the short term, once it has been completed in a city. However, extreme weather
lead to more short-term changes of the road network's connectivity. By contrast, given the multiplicity of mobile vehicles in a city, the vehicular topology is subject to near-instantaneous change. In order to characterize the stochastic vehicular topology, we discretize the time-axis into timeslots. In each time slot, the vehicular topology is deemed to be static.
The [10] designed a realistic synthetic database trained by recording 24 hours of car traffic in a 400-km 2 region around the city of Köln, Germany. Relying on this database, the network's connectivity was characterized in comparison to several other mobility traces commonly used in vehicular network simulation. In [11] , Ferreira et al. described several sophisticated traffic simulators that relied either on car-following models or cellular automata models, such as the Simulation of Urban MObility (SUMO), the TRansportation ANalysis and SIMulation System (TRANSIMS), the Development of Inter-VEhicular Reliable Telematics (DIVERT), and so on. Relying on realistic road topologies and a rich set of vehicular parameters, these simulators are capable of generating realistic vehicular mobility models.
Nevertheless, both the theory-based and the simulator-based modeling methods only concentrate on a basic characterization of the road network. However, they are typically oblivious of human factors, such as the drivers' habits, or of the dominant direction of population movement at certain periods of the working day, even though these have a substantial influence both on the network topology as well as on its dynamic evolution. In contrast to the above-mentioned theory-based and simulator-based modeling methods, vehicular network models relying on a statistical database may be characteristic of the practical situation. However, a region-specific database is not universally suitable for all regions and cities. Having said this, it is impractical to construct a separate database for every city. Accordingly, we have to explore a vehicular network modeling method capable of characterizing both the objective conditions and the subjective human factors, which is of pivotal significance during the design of VSNs, optimization and management in a smart city.
Wireless VSNs support a multitude of intelligent applications in a smart city. Information dissemination/sharing among vehicles is one of the fundamental benefits of vehicular networks, which supports a diverse range of road traffic services and other scenarios.
optImAl InformAtIon source selectIon: bAsed on A complex network perspectIVe
In this subsection, we focus our attention on the topological analysis of VSNs in terms of a complex network theory perspective. Based on this, an optimal information source selection algorithm is proposed. First, we constructed a vehicular network model based on a real-world dataset [12] , which was recorded by storing the GPS positions of taxies in Beijing (longitude ranging from 116.25 to 116.55 and latitude ranging from 39.8 to 40.05). Figure 3a can be viewed as a snapshot of the vehicles' location within Beijing city at a specific time instant, where the taxi position distribution clearly reflected the planning of the urban structure and distinguished the downtown and suburban areas of Beijing. Second, we included the edges between the pair of discrete points representing the vehicles according to the communication distances among them. Explicitly, two vehicles were connected by an edge, when their distance was confined within the maximum communication radius r. In our work, we adopted an empirical maximum communication radius of r = 500m and considered a reduced-size subregion determined by the longitude ranging from 116.32 to 116.39 and latitude ranging from 39.96 to 39.985. Below, further complex-network based topological discussions are presented. Again, a complex network constituted by a number of agents, which typically exhibits the small-world phenomenon, indicates that each agent may be reached by any another agent within six hops. The VSN is established relying on the physical communication distance, which is different from the fundamental characteristics of social networks. Hence, we use the concept of "local small-world property" proposed in [13] to describe VSNs. In the following, we first determined several complex network parameters relying on our unweighed and undirected vehicular network.
Clustering Coefficient: The ability of neighbors to communicate with each other is characterized by the clustering coefficient, which reflects the tightness of the network. Figure 3b shows the clustering coefficient of each vehicle in a descending order. The average value of the clustering coefficients is C = 0.7725, which physically means that the vehicular network has a close-knit community structure. Betweenness Centrality: Generally, a vehicle having a large node degree plays a critical role during communication. However, under some circumstances, a vehicle having a small degree may also act as a bridging node. Therefore, the associated betweenness centrality, shown in Fig. 3c , is defined as a measure of importance of the node in the network, which is defined as the number of shortest paths leading from all vertices to all others that pass through the specific node considered. Relying on the power-law based distribution of betweenness centrality, we can conclude that only a few vehicles of the network constitute a bottleneck during a communication session. It is critical for us to pay more attention to the key vehicles at crossroads and transportation junctions, or to the ones playing the role of bridges than to the boundary vehicles.
Average Path Length: Average path length (APL) is proposed as the average number of hops along the shortest paths for all possible pairs of the network nodes. The APL of our vehicular network is L = 6.7337.
Hence, our vehicular network obeys the local small-world property, while exhibiting a high degree of clustering, but a short average path length associated with C = 0.7725 and L = 6.7337. Relying on the above characteristics of our complex network, we constructed a weight matrix characterizing each edge in the vehicular network, which represented the communication performances among vehicles as well as between the vehicles and the infrastructure. Specifically, the weight of each edge was determined by the communication distance, the channel's fading model, by the signal to noise ratio, and by the the vehicles' parameters. The weight matrix was synonymously referred to the communication impedance. Therefore, a weighed and undirected topological model G was formulated as G = <V, E, W>, where V, E, and W represented the set of vehicle nodes, the set of communication links, as well as the weight matrix, respectively.
In VSNs, the specific location of the information sources directly influences the communication efficiency achieved, and the communication overhead imposed, especially in an information broadcast scenario. A compelling optimization criterion for an information source selection algorithm is to maximize the attainable network capacity of the VSN considered. Relying on our complex-network based vehicular topology, we characterized the source vehicles in terms of a probability distribution p(S), while assuming that the destination vehicles were uniformly distributed and that they were independently selected. Hence, the total network capacity R c can be formulated as a function of the communication impedances. Moreover, maximizing the network capacity R c was shown to be equivalent to a min-max optimization problem, which can be reduced to a linear programming problem [14] . Figure 3d presents the source selection probability distribution of each vehicle relying on our topological model within a source selection region. Accordingly, only a few vehicles acted as information source nodes in the vehicular networks considered. In other words, the information source vehicles are within a limited distance, corresponding to a limited number of hops.
cIty InformAtIon shArIng theory for Vsns
Wireless VSNs support a multitude of intelligent applications in a smart city. Information dissemination/sharing among vehicles is one of the fundamental benefits of vehicular networks, which supports a diverse range of road traffic services and other scenarios. Returning to the pair of scenarios shown in Fig. 2 , the cooperation of vehicles is capable of ensuring an efficient spreading of city information. However, the provision of manipulated information by selfish vehicles may lead to potentially avoidable traffic jams, for example. Similarly, the meter-reading utility may be decyphered by eavesdroppers and traded during the process of city information sharing by malicious vehicles. In the following, we focus our attention on the city information dissemination/ sharing mechanisms of VSNs.
cIty InformAtIon shArIng In Vsns
Vehicular communications and their support networks have originally been proposed for public safety applications and traffic efficiency enhancements, where the efficiency of information sharing critically relies on the cooperation and coordination of the vehicles and on that between vehicles and the infrastructure [15] . Cenerario et al. [16] constructed an event-related information exchange/sharing protocol for VSNs. Relying on the short interactions among vehicles to exchange/share information about relevant events, they proposed the concept of encounter probability, in order to decide when an information re-diffusion becomes feasible. Given the re-diffusion mechanism, this information exchange/sharing protocol can be applied in a range of vehicular network scenarios, including the quest for parking spaces, the broadcasting of accidents or obstacles along the road ahead, announcing the routing of emergency vehicles, and so on. Further applications in a smart city mentioned above can be implemented in terms of the in-depth city information sharing mechanisms.
Although most vehicles act in a cooperative manner during information sharing, a small number of selfish or malicious vehicles may deliberately provide either random or manipulated information for the sake of attaining an unfair priority. In order to make this behavior more unattractive during information sharing, Fadul et al. [17] created a trust-management toolkit for identifying and mitigating the compromised actions of the nodes. Relying on Fadul's work [17] , a four-module information sharing framework was conceived for constructing a genuine information sharing mechanism, which relies on a monitoring module, a reputation-management module, a path-management module and a trust-management module.
Monitoring Module: Each vehicle is equipped with a monitoring module in order to both detect misbehavior and provide responses to cooperating vehicles. When detecting a given malicious behavior, the monitoring module activates the reputation-management module;
In order to support big data based applications,cloud computing and storage should be incorporated into our proposed VSNs. How to efficiently and dynamically allocate cloud resources, such as computational resources, storage resources, bandwidth resources, and so on, becomes an open challenge.
Reputation-Management Module: The reputation-management module evaluates the vehicle's integrity according to historical records, while relying on online learning algorithms. The information received from malicious vehicles whose reputation scores cannot reach a certain threshold will be forwarded to the path-management module;
Path-Management Module: The path-management module is in charge of redirecting the information dissemination paths, relying on the attributes of the vehicles derived from the report provided by the reputation-management module;
Trust-Management Module: The trust-management module relies on a threshold. Moreover, it includes a list of both genuine and malicious nodes.
As a further development, Khabazian et al. [18] presented an analytical model for characterizing the performance measures of information sharing in VSNs under the assumption of two priority classes of traffic. Specifically, the distribution of the number of concurrent transmissions was discussed, and numerical results were provided along with simulation results in order to confirm the accuracy of the proposed analysis. Moreover, several other performance indicators, such as the packet loss rate, packet transmission distance, end-to-end reliability, throughput, and delay were proposed for characterizing the performance of information sharing in VSNs.
shArIng genuIne InformAtIon wIth the AId of reInforcement leArnIng
In this subsection, we focus our attention on designing a specific mechanism relying on reinforcement learning in order to ensure that all vehicles share genuine information. We assume that each vehicle is capable of acquiring city information, and deciding whether to share genuine information. It is plausible that this leads to a gaming strategy, where individual income depends on the strategy of both sides. All vehicles aim for maximizing their own utility. However, a typical Prisoners' Dilemma based game may not beneficially contribute to cooperation in the end. Also, considering that the drivers may infer experience from previous games, we adopt reinforcement learning for modeling this process. Relying both on their own and on their opponent's reputation, the driver makes a decision about whether to share to cooperate genuine information. For a low-reputation vehicle, a decision to cooperate may be needed in order to enhance their own reputation for the sake of gleaning an increased utility. After each game, the vehicle updates its estimate of the other vehicles' reputation. Relying on the above assumption, we invoke the outage probability of sharing genuine information. We consider both a Nakagami-m fading and a more specific highway scenario of a Rayleigh fading channel. Specifically, the outage probability (OP) of a specific vehicle v i is defined as the probability of its signal to interference plus noise ratio (SINR) dipping below a threshold of Q, which is characterized by the cumulative distribution function (c.d.f) of this vehicle's SINR. Relying on the outage probability, we modeled the vehicles' future utility trend for predicting their future information sharing decisions. Furthermore, a reinforcement learning based reputation evaluation mechanism was designed. Similar to the well established human social networks, each vehicle of a VSN has a reputation value depending on its past behavior, which is also likely to govern its future behavior, when sharing information with others. Given the above basic assumptions, the information sharing process was modeled as a game, where the payoff attained is a function both of the outage probability and the joint strategies. Each vehicle adjusted its information sharing behavior based on the estimation of the other vehicles' reputations and on its accumulated perception.
Simulations were conducted to verify our theoretical analysis and to characterize the proposed schemes, which are based on a real-world dataset consisting of the spatial distribution of Beijing taxis. However, in order to distinguish the downtown and suburban areas, we partitioned Beijing city into nine regions, as shown in Fig.  4a . Figures 4b and 4c portray the outage probability of the suburban and downtown scenarios, respectively, where a is the path-loss coefficient.
The simulation results were all consistent with the theoretical results. The outage probability of the downtown scenario was lower than that in the suburban scenario due to the reduced distance between a pair of vehicles as well as owing to the benign Nakagami-m fading channels encountered. Moreover, increasing the path loss coefficient a from 2 to 4 can lead to an increase of the outage probability due to the higher power attenuation of the channel, while increasing the transmission power reduced the outage probability. Figure 4d presents the dynamic reputation of vehicles during their learning and interaction process, which characterized the city information sharing strategy of each vehicle. Although the vehicles were initially configured to have low reputations below 0.5, our regime encouraged them to share genuine information, hence gradually achieving a near-unity reputation, which corroborated the high efficiency of our city information sharing mechanism.
future work And conclusIons
The networked cooperation within VSNs has a vast array of beneficial applications in a smart city. A range of future research ideas related to VSNs designed for a smart city can be summarized as follows:
• It is necessary to construct intelligent standardized protocols for future smart cities in order to integrate heterogeneous VSNs with cellular mobile communication networks, with satellite networks and wireline based networks.
• The network's capacity has to be quantified and techniques of approaching the VSN's capacity have to be found. Given the dynamically changing network topology, agile network-capacity-approaching resource-allocation and source selection algorithms have to be conceived for these demanding operating conditions. • The foundation for accurately evaluating and designing VSNs hinges on establishing more realistic mobility models for vehicles. In comparison to the random movement, the mobility of vehicles should follow some clear rules. Therefore, it is essential to accurately capture the mobility attributes of VSNs.
• Given the ubiquitous restriction on energy consumption, using less energy to provide the same service in VSNs becomes a critical issue. It is important to consider energy-efficient networking, when intelligent vehicles cooperate with each other or with the roadside infrastructure.
• In order to support big data based applications, cloud computing and storage should be incorporated into our proposed VSNs. How to efficiently and dynamically allocate cloud resources, such as computational resources, storage resources, bandwidth resources, and so on, becomes an open challenge.
• The network-security and privacy-protection mechanisms of VSNs, such as fingerprint authentication, data encryption, remote attestation, secure payment, and so on, have to be carefully considered, in order to support high-integrity personal services in smart cities. In a nutshell, several application scenarios of VSNs operating in a smart city have been discussed, followed by an overview of a range of associated technologies. We also highlighted the advantages of constructing an accurate topological structure for VSNs. Based on this, we proposed an information source selection model in order to improve the attainable network capacity. Finally, the pros and cons of various information sharing solutions were investigated. Indeed, VSNs constitute a promising subject-area of smart city research! 
